
12/14/2016 Richmond school officials investigate security breach involving student files  Richmond TimesDispatch: Local News For Richmond And Central Virginia

http://www.richmond.com/news/article_5a9872f09989533d960b2a2524999dc8.html 1/3

LOG OUT MANAGE YOUR ACCOUNT E-EDITION EMAIL NEWSLETTERS CONTACT US RTD 101 CLASSIFIEDS FIND LOCAL CARS HOMES JOBS ADVERTISE

........................ ADVERTISEMENT ......................

........................ ADVERTISEMENT ......................

VIDEOS

LATEST NEWS

Henrico supervisors approve plans for radio
communications towers needed for regional
project

SEARCH
Richmond

42°

NEWS  VIRGINIA POLITICS  BUSINESS  ENTERTAINMENT  FOOD & DRINK  SPORTS  VIDEO  OPINION  WEATHER  JOBS  REAL ESTATE  ALL SECTIONS

Story Comments Print Font Size:

Richmond school officials
investigate security breach
involving student files

Posted: Wednesday, October 8, 2014 2:50 pm

By ZACHARY REID Richmond Times-Dispatch

Richmond school o荣cials are conducting
an intensive internal investigation of
student records after a School Board
member shared condential information
about at least 20 students with a vendor
that provides mental health services.

Tichi L. Pinkney Eppes, of the 9th District,
publicly apologized a day after her
colleagues were told about the breach,
but they weren’t quick to o쁻er
forgiveness.

The group is instead exploring
disciplinary options for  Eppes.

“The more we dig in, the more questions
come up,” said School Board Vice
Chairwoman Kristen N. Larson, 4th

District. “Our rst concern is ensuring the safety of our students. After that, we need
to meet as a group to discuss this.”

During a closed session at the end of its Monday work session, the board learned
that on Sept. 10, a vendor tried to access an electronic le assigned to Eppes that
contained the names of 20 students with discipline issues. Each name included a link
that led to records for each of those students.

When the vendor didn’t know the password, it triggered a security feature in the
school computer system that alerted o荣cials about a possible breach.

“We can conrm that our security protocol worked,” Larson said. “But human things,
we can’t control. We can’t guard against me giving you my password. … We don’t
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Richmond Public Schools spokeswoman Cletisha Lovelace said school o荣cials were
contacting the families of the 20 students by phone and in writing.

She also said that o荣cials were examining access patterns to computer les to
determine if there have been any irregularities in the way student records have been
accessed.

“This is an investigation with many di쁻erent layers,” she said.

In a brief statement to the Richmond Times-Dispatch sent by text message, Eppes
accepted responsibility and questioned the need to discuss the issue in public.

“I have assumed responsibility in my attempt to help one child that I inadvertently
released names (only) of other students,” she wrote.

“The administration is following up with those parents. It is very disheartening that
matters that were discussed in the closed session of the school board meeting have
been violated and breached for political sensationalism as well. Two wrongs don’t
make a right.

“For the record: there was no willful malice or ill intent in my e쁻orts and to infer such
without knowing the facts of this matter is inexcusable.”

The message fell 뚵at with her peers, who expressed concern that the leak would
undermine momentum building in the past year as a new team has assumed control
of the school system.

“It is disappointing,” said Je쁻 M. Bourne, of the 3rd District. “At a time when we’re
building momentum and changing things for the better, we’re giving it all away by the
actions of one school board member. It corrodes our credibility.”

Derek Jones, of the 8th District, said protecting the privacy of student was “our most
fundamental responsibility” and that the board needed to act decisively to protect its
integrity.

He said the board would explore options including public reprimand, censure and
removing Eppes from any committee assignments.

“This is not a systematic issue,” he said. “It is the action of one board member.”

The board’s only professional educator, Shonda M. Harris-Muhammed, of the 6th
District, a math specialist for Petersburg Public Schools, agreed that privacy was a top
concern.

She said board members had the responsibilities as any other school employees in
adhering to the Federal Educational Rights and Privacy Act.

“I am deeply saddened that a school board member took such great risk that
involved the transmission of student records to an outside entity,” she said in an
email.

“What has happened has placed the entire school district at risk of unwanted legal
action … . My thoughts are very clear on this matter. We must deal with this
unfortunate situation according to (established policy).
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“I am very sorry this has happened to the students and their families and to us as a
school board. I thought we were getting better as a school board, but this evidence
implies we are not.

Like Eppes, Harris-Muhammed questioned the decency of a public airing of the issue.

“I will not bash any colleague using media outlets,” she wrote in the email. “We have
closed sessions for that.”
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